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Abstract of the contribution: This contribution discusses and presents a new key issue with respect to detectability of malicious behaviour. We propose that SA3 may study solutions for this problem. We present a possible text for a key issue, but refrain from stating requirements since a many things are still unclear.
1. Introduction

One of the reasons to introduce V2V communication is to exchange safety critical messages. Examples of those messages are the an emergency brake warning, red light crossing warning, eminent crash warning, etc. These types of messages may require action from the receiver for example to brake, move a lane or prepare the car for an eminent crash. However, a wrong action may lead to accidents and may lead to unsafe road conditions. 

2. Analysis

The focus of SA3 work on V2X has been on the security of the communication channel. This approach, which TNO supports, partly addresses the problem. Namely, a good security solution will prevent sending of false messages by malicious users and thereby prevents that a V2X LTE UE will receive and process a false warning messages. However, securing the communication only protects against attacks on the air interface, it does not prevent cases where the UE sends out faulty messages due to malware or faulty sensors. As a result, a receiving UE cannot tell from the security aspects of a received messages whether the content of the message is trustworthy. And so, the problem that occurs is that a UE that receives for example an eminent crash warning may not be able to take appropriate action which may lead to unsafe road conditions. Consequently, the aim of V2X to improve road safety may not be achieved.

In short, the two problems that needs tobe addressed are the following:

· False messages due to malware on the UE;

· False messages due to sensor failures.

Both problems cannot be addressed by communications security and so other solutions should be investigated.
3. Ideas for solutions

Solutions that the signing companies are studying are solutions that aim to detect the malicious behavior. In the case of the 3GPP V2X proposed architecture, there are two possibilities for detection, namely network-based and UE-based. In the following sections we describe these briefly.

3.1 Network Based detection

The 3GPP V2X infrastructure includes the possibility that V2X communication between the UE and the V2X Application Server goes via the LTE-Uu plane (on the uplink). This means that network elements could inspect the messages and detect malicious behavior. The network could then take appropriate action, such as:

· Removing messages from particular UEs from the flow;

· Take action towards the specific such as revoking the credentials or signaling to the UE to stop the sending of (some types of) V2X-messages.

3.1.1 Role of SA3 3GPP

Presently, it is unclear what the role of 3GPP (SA3) will be in the case that such a detection solution appears to be necessary. It namely remains uncertain what will be specified. We foresee two possibilities:
· LTE-V2X specifications will include the V2X Application Server and V2X Application on the UE. In this case, everything is under the control of 3GPP, or
· LTE-V2X specifications will only include the communiation and interfaces. The V2X Application Server and the V2X UE are specified and managed by non-3GPP entities
In the first case, SA3 needs to study the detection function and may need to specify the detection function. In the second case, SA3 may need to study whether such a detection function requires interfaces or specific functionality of the network that has to be included in the 3GPP specs. As an example for the latter, we could imagine that a V2X Application Server may do the detection, but relies on 3GPP functionalities in the network (and possibly in the UE) to take preventive action.

3.2 UE Based detection

For V2X communication that runs over the PC-5 interface, the above mentioned solution will not work. A UE based solution is then the only possibility. One way to do so is to create a so-called world-view (a map of surrounding vehicles) and to compare incoming messages with the world-view. Another way would be to correlate the content of the V2X messages with local sensors, which is what most vehicles are likely to do. A security solution could then add a ‘trust value’ to each of the vehicles and take decisions based on that ‘trust value’.
Yet another proposal could be to correlate radio characteristics of the message with the content of the message. What we mean by that is that for example a directional sensitive antenna could be used that reports the direction of reception of a particular message. In software, the direction could be compared with the GPS coordinates of the sending and receiving UE and it could be verified whether this direction is likely to be correct. Also, the direction of reception could be used to see whether a vehicle is reporting from ‘straight ahead’ or from one or two lanes to the left or right.

Other radio parameters may have to be studied as well to see whether it is possible to for example obtain information about:

· Velocity and/or changes in velocity (probably relative to the receiving UE);

· Distance between the sending and receiving UE.
3.2.1 Role of SA3 3GPP

Just like with the Network Based solutions, the role of SA3 3GPP depends on who is responsible for the V2X Application on the UE and therefore, what needs to be specified. That is largely determined by the solutions accepted in SA1 and SA2. Apart from that, SA3 may need to study whether there is a need for a UE based solution, if yes, whether what is presented above could be a candidate. Finally, SA3 may have to study to what extend the UE may need additional functionality to support solutions that are not entirely within the scope of 3GPP.
4. Conclusion

We conclude that at the least SA3 should study whether detectability of malicious behavior poses particular security requirements. Since it largely depends on the solutions chosen by SA2, we propose to include a key issue to capture the analysis presented above.
5. Text Proposal

We propose the following text in a key issue to capture the thoughts presented above.
Beginning of changes

5.X
Key Issue #X: Detectability of Malicious LTE-V2X UE Behavior

5.X.1
Key issue details

A good security solution will prevent sending of false messages by malicious users and thereby prevents that a V2X LTE UE will receive and process a false warning message. Nonetheless, securing the communication only protects against attacks on the air interface, it does not prevent cases where the UE sends out faulty messages due to malware or faulty sensors. As a result, a receiving UE cannot tell from the security aspects of a received messages whether the content of the message is trustworthy. And so, the problem that occurs is that a UE that receives for example an eminent crash warning may not be able to take appropriate action which may lead to unsafe road conditions. Consequently, the aim of V2X to improve road safety may not be achieved.

In short, the two problems that needs tobe addressed are the following:

· False messages due to malware on the UE;
Editor’s Note: Whether this problem is in scope is FFS
· False messages due to sensor failures.
Editor’s Note: Whether this problem is in scope is FFS
Both problems cannot be addressed by only securing the communication channel and so other solutions should be investigated.

5.X.2
Security threats 

A V2X UE may be fooled into taking wrong decisions leading to unsafe road conditions
5.X.3
Security requirements

Editor’s Note: The requirements are FFS
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